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CAN/CGSB-72.34
• First issued in 2005 – Now in course of revision

• The standard specifies principles, methods, and 
practices for the creation (i.e. making, receipt, and 
capture) and management of all forms of 
electronic records (e.g. e-mail, cartographic, 
audio-visual, textual, multimedia, etc.) to support 
their admissibility and weight as evidence in legal 
proceedings

• It is harmonized with applicable federal, provincial 
and territorial acts in  force and their pursuant 
regulation. Where differences exist between it and an 
act or a regulation, the latter shall prevail



Definitions
• Electronic record

analogue or digital record that requires the use of electronic equipment to be 
intelligible by a human

• Digital record

a record represented through discrete, binary values

• Record

any document made or received by an organization in the course and by 
reason of its activity, and kept for further action or reference

• Document

indivisible unit of recorded information having stable content and fixed form

• Documentary Evidence

documents admitted as evidence in legal proceedings

• Evidence

all the means by which any alleged matter of fact, the truth of which is 
submitted to investigation, is established or disproved in a legal proceeding.



About the Standard
• It is information technology agnostic (or neutral): it neither 

assumes nor endorses any specific system environment, database 
management system, database design paradigm, system 
development methodology, data definition language, command 
language, system interface, user interface, syntax, computing 
platform, or any technology required for implementation

• It supports (ideally) an integrated, interoperable electronic 
records management system approach (but also hybrid approaches)

• It will not eliminate the possibility of litigation, but it will make the 
production of electronic records easier and their acceptance in a 
legal procedure more likely

• It provides guidance for developing policies, procedures, processes 
and documentation that support the continuing reliability, 
accuracy and authenticity of electronic records 



Admissibility

• Authenticity of electronic records

• Integrity of the system

• Usual and ordinary course of business (RM Manual, IT Guide)

– Source

– Contemporaneous recording 

– Routine business data

– Data entry

– Standard

– Decision making

– Software

– System Changes

– Privacy

– Security



Electronic Discovery

• electronic records management should be in place long 
before the need to perform e-discovery arises

• e-discovery requires the review of thousands of records 
for relevancy and privilege

• Technology-Assisted Review (TAR) may be needed to 
meet the requirements of e-discovery. Courts may differ 
on the use of TAR: see Sedona Canada Principles—
Addressing Electronic Discovery

• Legal hold: the standard requires a written detailed 
procedure as well as staff training

https://thesedonaconference.org/publication/the%252520sedona%252520canada%252520principles


Signatures
• The standard defines an “electronic signature” as electronic 

information that an individual creates or adopts in order to 
sign a document and that is in, attached to, or associated 
with, the document, in order to indicate the individual’s 
approval. The signature shall be

– unique to the individual using the signature;

– able to authenticate the identity of the individual using the 
signature;

– usable to determine whether the document has been modified 
since the electronic signature was associated with it;

– able to ensure non-repudiation (PIPEDA, ss.48(2))



Records Management Program
Organizations shall

• establish the RM program;

• develop a RM policy, with definitions and assignment of 
responsibilities;

• design RM procedures and related documentation;

• select and implement technologies supporting the records 
system;

• establish records protection measures, including audit trails 
and backup; and

• establish a records quality assurance process

Organizations may delegate all or part of the program to an 
authorized third party (e.g. an external service provider)



RM Manual Sections

• Records capture (including digitization)

• Classification & indexing

• Maintenance & use 

• Retention requirements

• Disposition (destruction, transfer, preservation, 
conversion & migration, formats)

• Quality assurance



IT System Management Guide

• Description of the system

• Backup and recovery

• Security and protection (policy and 
procedures, encryption, secure electronic 
signatures, fixity, date and time stamps)

• Transmission

• Audit trail (content, creation, access, 
workflow, verification)



New Technologies

• Risk Assessment

• Cloud Computing

– Jurisdiction

– Privacy

– Admissibility

– System integration

• Social Media

• Mobile Devices



Risk Assessment

An organization shall 

• establish a Risk Assessment team to identify, assess and 
mitigate threats associated with new technologies, and make 
recommendations on adoption;

• identify stakeholders and determine participation venues;

• ensure reporting mechanisms to senior management are in place; 

• develop policy and documented procedures for the new technology; 

• develop a decision-making process for current and future proposals 
relating to the new technology; and

• communicate policy and procedures for the new technology to staff

Risk assessment is particularly important if the organization wishes to 
consider cloud computing services



Cloud Computing

• Cloud computing is a model of services requiring a connecting 
network and delivered ubiquitously to multiple users, 
regardless of the location of the user and the provider’s facilities, 
provisioned on demand and paid proportionally to usage. 

• This model can be modified as needed, for example by offering 
the service only to a specific user, in one single location, off-net, by 
reservation, or for a flat rate. In fact, many believe that a hybrid 
approach is the best approach to the use of cloud services

• Issues relate to data ownership, availability and access, 
reliability and transparency of service, security, privacy, 
control, and jurisdiction

• Most of these issues can be addresses in contractual agreements



Cloud Computing – Records Ownership 

• When a user entrusts its records to a provider and uses 
the latter’s platform and application to generate 
additional data, the provider will create data related 
to actions about data processing, management, etc. 

• While the content generated and/or stored in the cloud 
by the user is owned by such user, the metadata 
created by the provider are not, and, as the user 
needs them to demonstrate the integrity of the records, 
contractual agreements should determine whether and 
how the user has the right to access and use the 
provider’s metadata.



Availability, Access, Reliability

• Availability is a fact, while access is a right, but the latter cannot 
be satisfied without the former

• In a cloud environment, availability of the stored records
implies also the availability of the infrastructure, hardware and 
software, which facilitates the retrieval and readability of the data, 
because technical difficulties might slow a FOIA process and the 
owner of the data, being liable for providing access to them, may be 
sanctioned

• Where availability is the amount of time that a system is expected 
to be in service, reliability is the characteristic of behaving 
consistently with expectations

• a contract must consider not only availability through redundancy 
but also consistency and accuracy of access (reliability). 



Records Retention and Disposition

• Compliance is difficult to verify. 

• Disposal may require 

– transfer from a system to another for retention, 
which might involve loss of authenticity (i.e. identity 
and integrity), or

– destruction, which might involve 

• a breach of confidentiality or privacy, 

• persistence of some of the copies and related metadata, and 

• persistence of the metadata generated by the provider about 
the user’s data. 



Records Storage and Maintenance

• Storage and maintenance impact the quality of the 
records and they ability to serve as legal evidence, 
especially in legal jurisdictions where the authenticity
of the data is an inference made from the integrity of 
the system where the data reside. 

• Contractual agreements do not generally specify how 
data are maintained across changing technologies 
and data formats, and they generally say that users 
are responsible for backing up their data. All 
maintenance procedures, including proper storage, care, 
custody, and data control, are referred to by providers 
as “backup procedures.”



Records Security

• Security has to do with the protection of the records 
from unauthorised access, use, alteration or destruction. 
The provider should be able to produce audit trails 
and access logs and capture, maintain and make 
available metadata associated with access, retrieval, 
use and management of the data, in addition to those 
linked to the data themselves.

• The security issue links directly to the matter of 
data location and cross-border data flow. 



Records Location and Transfer

• The location of the records might be a criterion in 
determining the law that applies in case of litigation, 
though usually providers select a jurisdiction compatible with 
their own legal system

• The international strategy is moving away from requiring that 
data stay in the jurisdiction of creation, thereby underscoring 
the importance of multilateral agreement among countries 
for collaboration in security

• The cloud is the platform of choice for mobile applications 
and the data generated using them, as well as those created 
in smart devices at home and at work 



End of Service – Contract Termination

• If the provider ceases to exist or terminates one or more of its 
services (for breach, inactivity, or convenience), the records will be 
deleted or inaccessible

• Contracts for paid services address their duration, but free services 
do not have an established duration and may close accounts 
unilaterally, requiring users to delete software and applications, 
and preventing them from accessing the data left with the provider 

• When the data are given back to the user it is not certain that they 
will be in a usable and interoperable format

• If the contract is terminated by the user, the restitution of the data 
may be expensive and the data may not be in accessible formats. 
Also, the user may not have the right to access the metadata
generated by the system for its recordkeeping or legal purposes, 
and may have no guarantee that the provider will destroy every 
copy of the data held in the data centers



Records Preservation

• Preserving records in the cloud is a black box process in which 
you may know what goes in for preservation, and what you want to 
access and retrieve, but often do not know what technology is used 
by the providers to manage, store or process their data.  

• Providers may not know where the records are, can and do 
subcontract some of their services to other providers, potentially 
maintaining servers or being registered as providers in different 
countries. 

• One cannot expect that the same hardware and software will 
remain in service for as long as the records must be preserved, or 
that the technologies replacing them will be compatible with the 
previous ones. 

• The draft standard gives information about preservation formats but 
there is no way of controlling compliance



Social Media
• The term includes: blogs/microblogs, wikis, RSS, multimedia 

sharing, social bookmarking/tagging, social networking services, 
mashups, virtual worlds, and collaborative editing tools

• Challenges are privacy breaches, breach of confidentiality, 
defamation, copyright and trademark infringement, improper 
personal use (vs. acceptable use by the organization), human rights 
violations (discriminatory posts), workplace grievance (bullying and 
harassment in the workplace), and complying with court orders (not 
posting names from court cases under publication ban)

• When the public is engaged in decision-making and policy 
consultation, and public employees collaborate through means like 
the GCpedia (Government of Canada wikipedia), public records
are generated. Social media applications most commonly used by 
governments currently include Twitter, Facebook and You Tube. 



Social Media Records
• The dynamic nature of these sites makes it difficult to retrieve the records 

when needed, and on the other hand, the lack of control by the user does 
not guarantee records deletion when desired or required

• The lack of a stable context and the existence of multiple contexts, may 
imbue the records with different meanings

• Social media platforms facilitate the movement of material from one circle 
of people to another, crossing public-private boundaries

• Contributions by people now deceased, or programs, committees, or 
agencies no longer in existence may be linked to ongoing, active 
contributions of the living, may disappear, or may appear as created by 
entities replacing them

• Ad hoc dynamic groups of employees collectively create bodies of 
interlinked material related to a work project or common interest, putting 
into question ownership and authorship

• Reuse becomes often remix, a practice which results in derivative works 
that substantively change the intent and context of the appropriated 
material. 



Mobile Devices

Consumerization of IT – COITT is driven by employees who buy 
their own devices to carry out their organization’s work, use their 
personal online service accounts, install their applications and connect 
to the corporate network, without the organization's knowledge or 
approval.

• BYOD for “Bring Your Own Device” is the emerging practice of 
employees of an organization to use their own laptops, tablets, 
netbooks, smartphones, or other mobile devices for work purposes

• BYOC for “Bring Your Own Cloud” is the emerging practice of 
employees to use public or private third-party cloud services to 
store their organization’s records



BYOD & BYOC Benefits

• Cost reduction: reduced or no investment in mobile or 
other hardware devices 

• Improved Productivity: Employees tend to spend 
more time using their devices, which are accessible to 
them around the clock

• Efficiency: It is highly likely that employee devices are 
more up to date than organisation owned devices. 



BYOD & BYOC issues
• Does the data on the device meet the legal definition of “business 

record"? 

• Who owns the records? 

• Are they accessible for use?

• Who has access to them? 

• Can the employee compartmentalize the records created or used 
for work so the organization can access them and the employee can 
protect his/her private information on the device? 

• Are records on the device admissible in a legal proceeding as 
documentary evidence or real evidence? 

• Can the organization be protected from theft or loss of the device, 
security breaches, defamation by the device owner, privacy 
breaches? 

• How can the organization use, secure and preserve business 
records on the user's device?     



BYOD & BYOC Policy
It has to cover:

• Security

• Redundancy

• Auditability

• Data Ownership

• Chain of Custody

• Management Information

• Retention and Legal Hold

• Disposition

• Record Integrity

• Employee Termination



Alternatives

• COBO (Corporate-Owned, Business Only), where 
organizations own the devices used by the employees 
and does not allow personal use of such devices

• COPE (Corporate-Owned, Personally Enabled), where 
employees are provided with devices that are owned by 
the organization but configured to allow the employees 
to use them for personal activities

It is possible for an organization to use a mix of 
strategies, depending on how structured and uniform it 
is. 



Annexes

• Annex A – Sources for this standard

• Annex B – Metadata

• Annex C – Preservation formats

• Annex D – Cloud computing

• Annex E – Social media

• Annex F – Mobile devices



For more

You can find additional information on the 
LEDE website:

http://www.lawofevidence.org/

And on the InterPARES Trust website:

www.interparestrust.org

Or you can contact me at 

luciana.duranti@ubc.ca

http://www.lawofevidence.org/
http://www.interparestrust.org/
mailto:luciana.duranti@ubc.ca

